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NGUYEN TAC AN TOAN

Khi s dung ngén hang dién tuJ

Tuyét ddi khong tiét 16 thong tin dinh danh c¢d
nhan (Tén ddng nhép; Mat khdu va Ma khda bf maét
dung mot lan - OTP) cho bdt ¢l ai khdc. Khéng
nén viét mat khéu ra gidy hodc ghi chép/Lluu bét
ky hinh thic nao).

z Tuyét dbi khong tdiva si dung Ung dung khéng ro

ngudn gbc (chi s dung Ung dung dd dugc kiém

dinh rd rang trén chg Ung dung App Store va
Google Play Store).

3 Khi s& dung dich vu trén website, Quy khdch chi
ddng nhdp gqua trang chinh thidc cda BVBank va
khong truy cdp tu cde Lién két trong SMS, email,

Zalo, Viber hodc cdc ngudn khéng xdc thuc.

4 Chi ddng nhdp qua cdc thiét bi ddng tin cay.
Khéng st dung cdc thiét bi di ddng dd bi phd khda
hodc canthiép hé diéu hanh (root, Jailbreak ...) d&

st dung dich vu.

5 Ddng xudt ngay sau khi k&t thic phién giao dich
hodc khi khdng con st dung.
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NGUYEN TAC AN TOAN

Khi s dung ngén hang dién tuJ

10

Ki€ém tra théng tin d8i vai giao dich chuyé&n tién &
thanh todn (Uu tién s dung QR code chinh chd
tU cla hang/doanh nghiép uy tin, xdc minh dung
thdng tin ngudi nhdn bdng tén va s8 tai khodn
trudc khi giao dich, ki€m tra déy dd ndi dung, s&
tién thanh todn, thusng xuyén qudn Ly Llich s giao
dich trén Ung dung ngén hang..)

Lua chon cdc hinh thdc xdc nhén giao dich cd
muc dd an toan, bdo mét theo quy dinh va phu
hop v&i nhu cdu vé han muc gico dich.

Truong hop khdng thuc hién giao dich trén ngdn
hang s& nhung van nhén dugc thdng bdo tU Ngén
hang vé: Ma& OTP, thay dbi s& du bdt thudng, kich
hoat Ung dung trén thiét bi khdc, Llién k&t vi dién
td. Quy khdch tuyét d&i khdng cung cép ma OTP
va thdéng bdo ngay cho Ngan hang.

Khéng nén s dung cdc théng tin cd nhén co bdn dé&
ddt mat khéu (ngay thdng ndm sinh, s& dién thoai,
ho tén..) Nén d&i mat kh&u theo dinh ky téi thi€éu ba
thdng mot Lan hodc khi bi 16/nghingd bi L6.

Héy Ludn binh tinh, tinh tdo khi nhdn ducc cdc yéu
clu cung cp thong tin/yéu clu chuyén tién.
Thuc hién xdc minh, ki€m chidng théng tin qua cdc
kénh chinh théng.
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Khi s dung thé, Quy khdch cén

lUu y cdc nguyén tdc sau

NEN
Khi gico dich tai ATM, lubn L&y tay

che ban phim khinhdp ma Pin.

Khi gico dich tai POS, phdi ddm bdo viéc
ca thé clia thungdn & trong tdm mat.

Chi gicgo dich truc tuy&n tai cdc
website/Ung dung uy tin.

Bdng ky dich vu nhdn théng bdo thay
ddis6 du, théng bdo chi tiéu thé,

KHONG

Khéng tiét 16 s6 Pin, s6 thé cho bdt
Ky ai.

Khéng dua thé cda minh cho bdt ky
Ngusi nao khdc.

Chud déng Bat/Tat tinh ndng giao dich
thé truc tuyén, giao dich thé tai nudc
ngoai trén Ung dung Ngdn hang dién
td khi céd nhu cdu s dung.

Khi phdt hién bi mdt thé hodc cé ddu
hiéu bi ddnh cdp théng tin, Quy khdch
cdn khdéathé trén cdc kénh truc tuyén,
déi mat khdu cda dich vu dang bi ké
gian tim cdch L&y cdp thong tin...

Khéng luu thdng tin thé trén thiét
bi/cda hang truc tuyén néu khéng
cdn thiét.
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CACHINHT

Lira ddo phé6 bién

Lira ddo Ly cdp thong tin
dich vu ngén hang

Gid mao co quan cé thdm quyén (tdoa dn, cong an..) de doa Khdch hang cd
Lien quan dén cdc hanh vi pham phdp (gdy tai nan gico thdng, Lién quan
dudng ddy ria tién, budn LlGu, no cudc vién thong qudc té..) va yéu cdu khdch
hang thuc hién theo hudng dén (ma3 tai khodn mdi, cung cép thong tin, cdi
ddt Ung dung, chuyén tién tdéi tai khodn chi dinh..).

Gid mao co quan chic ndng yéu cdu Khdch hang cai ddt cde Ung dung gid
mao, khdng ré ngudn géc d& ddnh cdp théng tin Khdch hang, chi€m quyén
Ki€m sodt thiét bi di dong tr dé thuc hién cdce giao dich trdi phép nhu chuyén
tién, chi€m doat tién cla Khdch hang.

Gid mao nhan vién BVBank gidi thiéu, hudng dadn va/hodc truc tiép dung
thong tin Khdch hang d€ ddng ky dich vu Ngén hang dién td, md Tai khodn
thanh todn, mé thé BVBank, d&i diém thudng/qud tdng cho Khdéch hang, sau
dé chiém doat tai khodn clia Khdch hang.

Gid mao Website/Fanpage/Tin nhdn SMS cla ngdn hang va gli dudng Link
gid mao d& khdch hang nhép théng tin.
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CAC HINH THUC

Lira ddo phé bién

Lira ddo khdch hang
tu chuyén tién

Gid mao nhén vién ngén hang Lién hé khdch hang dé nghi hd trg ki€m tra
thoéng tin (hd tro gico dich chuy&n tién bi &1, hd tro x Ly tra sodt, théng tin
mad OTP..) d€ thuc hién cdc giao dich gian Ldn, sau dé yéu cdu khdch hang
cung clp cdc thdong tin bdo mdat d€ thuc hién hanh vi chiém doat tai sén.

GUi buu phdm cé ndi dung tao Long tin cho khdch hang (théng bdo tring
thudng, cung cdp cdc ma khuy&n mai..) va kém theo cdc yéu cdu, hudng dan
khdch hang cung cdp théng tin bdo mat cla dich vu. Ddnh cdp théng tin truy
cdp trén cdc nén tdng mang xd hoi (Facebook, Zalo..) cda ban be, ngudi than
cla khdch hang, gua doé Lién lac v8i khdch hang d€ dé nghi chuyén tién ho
trg, cho vay.

Khuyénh cdo

Khdch hang cdn xéc dinh rd thédng tin nguoi Lién hé. Bong thai, trinh
bdo Co quan Cong an noi gdn nhét néu thdy ddu hiéu nghi ngo.

Than trong khi g&p/ nhén nhitng email hodc tin nhdn, SMS ddng ngd
yéu clu Khéch hang cung cdp théng tin cé nhan.

Ludn ki€ém tra ky dia chi email v& tim cdc ddu hiéu nhan biét vé cdc
no luc Wa ddo, nhu cd nhiéu L6i ngl phdp hodc yéu cdu hanh déng
khé&n cdp.
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KENH HO TRO

Chinh thuc cla BVBank

® Website chinh thirc
https://bvbank.net.vn/

® Website Ngan hang sé Digimi
https.//Digimivn/

Zalo
BVBank - Ngén hang Bdn Viét

® Hotline trong nuéc 24/7

1900 555 596

> Hotline qudc té&'24/7

(+84) 28 3943 6868

Email
bvbankl247@bvbank.net.vn

Quy khdch vui long lién hé ngay Trung tdm Chdm séc
Khdch hang clda BVBank qua s Hotline 1900 555 596
hodc tai cdc diém giao dich gén nhdt cdia BVBank khi gdp

cdc truong hgp sau:

Phdt hién, nghi ngo giao dich
bdt thusng.

Nhé&n dugc bdt ct mdt dia chi, Lién
k&t khd nghi yéu cdu ddng nhdap,
hodc nhdn ducc thdng bdo, tin
nhdn/email khuy&n mai nghi ngd
gid mao.

Bi md&t dién thoai di ddng hodc cd
su thay déi v& s& dién thoai da
dadng ky.

Bi L& thdng tin tai khodn; bi
(Ua ddo hodc nghi ngd LlUua
ddo, bi tin tdc hodc nghi ngo
tin tdc tdn cong.

Khi bi mdat, thdt
lac, hu hdng thiét
bi tao OTP, s&
dién thoai nhdn
tin  nhdn SMS,
thiét bi luu tri
khod bdo mat tao
chif ky dién ta

Hodc bdt ky lic
nao Quy khdch
cdn su ho trg, gidi
ddp thdc mdc
trong qud trinh s
dung sdn phdm,
dich vu BVBank.

BVBank sé& thuc hién xdc minh théng tin Khdch hang va
ki€m tra, x& ly cdc yéu cdu, khiéu nai cda Khdch hang trong

qua trinh s& dung dich vu Ngdn hang dién t& BVBank.
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LUU Y

BVBank va nhan
viéen BVBank khong
yéu cdu Khdch hang
thuc hién:

Chuy&n tién, thanh
todn, nap tién vao S&
dién thoai hodc s& tai
khodn chi dinh ndo
d€ nhdn thudng bdt
ky chuong trinh nao
cla BVBank:

Yéu cdu Khdch hang
cung cdp thdng tin
ddng nh&p vao Ngdan
hang dién ta (Tén
ddng nh&p va Mat
kh&u) hodc théng tin
xdc thuc giao dich
(M@ xdc thuc OTP -
06 s6) véi bdt ky Ly
do gl.

BVBank chi lién hé véi Khdch hang tur cdc sd dién
thoai tai cdc Diém giao dich dugc ddng trén website
cua BVBank/sdé dién thoai dd dugc dinh danh
thuong hiéu BVBank trong nhirng truong hgp:

Lién hé chdm sdéc Khdch hang, thuc hién khdo
sdt/tu van sdn phdm dich vu tai BVBank;

Théng bdo d€n Khdch hang cde théng tin trong qud
trinh s& dung sén ph&dm, dich vu tai BVBank;

Théng bdo/nhdc nhd nghia vu thanh todn
cla Khdch hang nhu thanh todn khodn vay,
thé tin dung;...

BVBank phdt hién, nghi ngs tai khodn clda Khdch
hang phdt sinh cdc gico dich gian lGn, gid mao va
thuc hién tam khod tai khodn clda Khdch hang d€
gidm thi€u tén thdt, rdiro;

Théng bdo dén Khdch hang vé viéc cdp nhdt thdng
tin Sinh trdc hoc, Gidy t& tuy than hodic cdc thdng
tin cé nhdén khdc cda Khdch hang theo quy dinh cla
phdp Ludt d€ khdng bi gidn doan giao dich.



